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1. Introduction 

1.1. Purpose of this policy 
 

Purpose Outcome 

To explain the approach of Newcastle under Lyme 
School (NULS) to Risk Management. 

Effective and consistent management 
of risk across the organisation 

To document the roles and responsibilities of the Board of 
Governors, Senior Management/Leadership Teams, 
managers and staff. 

Effective governance of risk 
management. 

 

To outline the main reporting procedures for risk. 
Consistent reporting of risk and 
related activities. 

 
1.2. Why we manage risk 

We manage risk to: 

 Increase the likelihood of NULS achieving its business plan objectives and School priorities 
by identifying and managing threats to their achievement. 

 Assist the Senior Management Team (SMT) and all managers in prioritisation of the 
allocation of resources by clearly identifying key risks and the importance of managing them 
to the achievement of NULS's objectives. 

 Support managers and staff in being proactive rather than reactive. 

 Provide reassurance to stakeholders (including parents), Board of Governors, SMT, 
managers and staff that the organisation, team, project etc. is being managed effectively. 

 Allow NULS to take risks that will help grow the business, but to do so in a measured and 
controlled way. 

 Ensure we avoid exposing NULS to unnecessary or excessive levels of risk with adverse 
impacts. 

 Enable an appropriate balance between taking risk and delivering financial reward without 
compromising our charitable objects (as set out in the Articles of Association of the Woodard 
Corporation and NULS), pastoral and educational standards. 

 
 

1.3. How we define risk 

Risk refers to the uncertainty of outcomes, actions and events. Risk is a combination of the 
probability of the outcome happening (or not happening) and the impact if the outcome was to 
happen (or was not to happen). This uncertainty of outcome, or risk, can arise either from pursuing 
a future positive opportunity or from an existing threat to achieving a current objective. 

 
1.4. Regulation 

We comply with the regulatory requirements and expectations of Independent Schools, as set out 
by Regulators: Independent Schools Inspectorate and Office for Standards in Education (OFSTED) 
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2. Policy statement 

This policy is approved and owned by the Board of Governors (governing body) of NULS. 
 

The Board of Governors has ultimate responsibility for gaining assurance that risks are effectively 
identified, managed and controlled to a tolerable level. This is underpinned by the following 
committees, as set out in their Terms of Reference: 

 Business Committee - overseeing all financial aspects of the School, working alongside the 
Head and Director of Finance and Operations so as to ensure the School’s short and long-
term viability. 

 Employment and Compliance Committee - review of employee benefits; implementing and 
advising on and reviewing all systems and methods of control including risk analysis and 
risk management; ensuring compliance with health and safety requirements and working 
with the Head and Deputy Head (Pastoral) for ensuring the School is complying with all 
aspects of the law, relevant regulations and good practice. 

 Education Committee – monitor and review the agreed academic, curricular and pastoral 
provision of the School. 

 
2.1. Stakeholder Communication and Engagement 
 
To ensure transparency and open communication, Newcastle under Lyme School (NULS) is 
committed to keeping all stakeholders informed about potential risks. Regular updates on risk 
management initiatives will be shared through newsletters, school meetings, and our official 
communication channels, fostering a culture of shared responsibility and collaboration. 
 
2.2. Our risk appetite 

 
The Board of Governors recognizes the need to take risks to develop and grow the business, while 
remaining steadfast in protecting NULS's assets and financial strength. Our core business activity is to 
promote and extend education. To provide clarity on our approach, we categorize our risk appetite into 
five levels: 

 

 Minimal (Low): Risks are avoided wherever possible, and only those deemed absolutely 
necessary for the school's growth are considered. 

 Cautious (Low/Medium): Risks are taken with careful consideration, ensuring minimal 
impact on financial stability and educational objectives. 

 Balanced (Medium): A moderate level of risk is accepted, supporting innovation and growth 
while maintaining financial prudence. 

 Some (Medium/High): Opportunities for growth are actively pursued, with an understanding 
of potential financial and operational impacts. 

 Strong (High): High-risk initiatives are embraced to drive significant growth, recognizing the 
potential for substantial financial and operational rewards. 

 

The Board of Governors' appetite for risk will be reviewed annually, allowing for adjustments to 
align with NULS's evolving strategic objectives and the broader educational landscape.
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2.3. Risk management principles 
 
Effective risk management relies on a set of guiding principles that ensure a systematic and proactive 
approach throughout NULS. These principles serve as the foundation for identifying, evaluating, and 
mitigating risks, fostering a culture of risk-awareness and continuous improvement. The key 
principles include: 

 

 Assigned Responsibility: Every identified risk must have a named individual responsible for 
deciding appropriate mitigating activities, designing controls, and reporting on the 
effectiveness of controls. 

 Open Communication: A culture where risk is openly discussed and staff are encouraged 
to raise any concerns and identify new potential risks for consideration. 

 Operational Effectiveness: The controls identified as necessary to manage risk must 
operate effectively, with a focus on continuous improvement based on lessons learned from 
risk events and mistakes, including near misses. 

 Transparent Oversight: Board of Governors and Senior Management must have access to 
and regularly review a clear summary of all significant risks. This enables informed decision-
making and the assessment of the effectiveness of risk management. 

 
For School risks and risks relating to services the following categories are considered when 
assessing impact: 

 

 Governance 

 Management 

 Regulatory/Legal 

 Financial 

 Operational 

 Academic 

 Environmental 

 Personnel 

 External 

 
In addition, factors that are easily overlooked but crucial for identifying or reviewing risk include: 
 

 Compounding effects:  Anticipating more than one critical risk occurring simultaneously or 
a series of low-level risks considered a low threat individually. 

 Emerging threats:  Considering new or emerging threats resulting from internal or external 
changes. 

 Slow-motion risks:  Recognizing risks with gradual impacts that may not be immediately 
noticed or appreciated over time. 

 Single points of failure: Identifying concentrations of risk, whether technological, physical, 
or human, and taking steps to avoid single points of failure. 

 
The complexity of our activities, potential compounding factors, and the reduction of risk exposure 
complexity are also considered to ensure a comprehensive risk management approach. Regular 
reviews and updates to the risk assessment process further enhance its effectiveness.
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3. Our risk management framework- roles and responsibilities 

Our risk management framework encompasses the processes which ensure effective identification, 
management, reporting and mitigation of School risks and assurance (evidence) that the controls are 
being effective. 

 
3.1. School risk 

A framework of formal risk management operates at a School level where risks with the greatest 
likelihood and potential impact on NULS are recorded on the School Risk Register. 

 

The outcome of a School risk crystallising would significantly affect NULS's ability to deliver on its 
priorities and / or it would have significant financial, health & safety, reputational, operational or legal 
/ regulatory impacts that could not be absorbed without substantial strategic or operational corrective 
action. 

 

School risks have regular oversight and are termly reviewed by each Committee and annually by the 
Board of Governors. SMT will dedicate one meeting per term to review risk. 

 
3.2. Project risk 

To ensure comprehensive risk management, each project within NULS should maintain a separate 
risk register. This is particularly crucial where a project is likely to have a significant negative impact 
if not successful. This allows for the focused identification and mitigation of project-specific risks. 
However, it is essential that any significant risks identified within individual project registers are 
highlighted in the overarching School Risk Register. This linkage ensures that potential impacts on 
the broader objectives and priorities of NULS are appropriately considered and addressed. 

This integration of project risk management with the School Risk Register facilitates a holistic 
approach to risk mitigation and provides a consolidated view for strategic decision-making. For 
capital projects exceeding £500,000, automatic inclusion in the School Risk Register ensures diligent 
oversight and proactive management of risks associated with high-value initiatives. 

 
3.3. Risk Escalation 

At NULS, effective risk management relies on a collaborative approach to identify and address 
potential risks promptly. The following escalation process ensures that risks are appropriately 
evaluated and mitigated: 

 

 All Staff: All staff members are vital contributors to the risk management process. If an 
employee identifies a potential risk, they should discuss it with their immediate supervisor 
or line manager in the first instance. 

 Line Managers or Heads of Departments Not on SMT: Managers and Heads of 
Departments who are not part of the Senior Management Team (SMT) play a crucial role in 
risk identification. When a manager becomes aware of a risk, they should discuss it with a 
member of the SMT, usually their manager, who will take the matter forward.  

Example: A department head becomes aware of a potential budget shortfall that could 
impact academic resources. They discuss this with a member of the SMT, who assesses 
the risk's significance and determines the appropriate course of action. 
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 Department Meetings: Risk discussions may also take place during department meetings. 
If a matter requires further attention, the chair of the meeting should raise it with the Senior 
Management Team. 

 Review by SMT: Risks identified by staff, managers, or during department meetings may 
be brought to the attention of the Senior Management Team. SMT will thoroughly consider 
the risk and decide whether it is already present in the School Risk Register.  

 

If the risk is already in the Register, SMT will evaluate the associated likelihood and impact scores 
and the effectiveness of existing mitigating controls. If changes are needed, the matter will be raised 
at the next relevant Board of Governors Committee meeting. 

Example: An external regulatory change is identified, impacting compliance. SMT reviews the risk 
in the School Risk Register, updates likelihood and impact scores, and proposes additional 
controls to address the new regulatory requirements. 

 
If the risk is not in the Register, SMT will assess its significance. If deemed substantial, SMT will 
propose likelihood and impact scores and suggest mitigating controls. The resultant risk will be 
presented at the next relevant Board of Governors Committee meeting for potential inclusion in 
the School Risk Register. 
 
Example: A sudden loss of a key staff member is identified as a potential risk with implications for 
operations. SMT proposes scores and controls, and the Board of Governors Committee reviews 
and decides on its inclusion in the School Risk Register. 
 
This structured escalation process ensures that risks are appropriately recognized, evaluated, and 
addressed, fostering a proactive risk management culture across all levels of the organization. 

 

3.4. Controls 

Key controls are the things we do that manage our business plan, meet our purpose and effectively 
manage risks. We document our key controls on our risk register. The efficacy of these is revised 
each time the School Risk Register is reviewed. 

 
3.5. Assurance - confidence backed by evidence 

Assurance is a critical aspect of NULS risk management framework, providing confidence backed 
by evidence on the effectiveness of internal controls. Those involved in risk management, including 
School Board of Governors, Senior Management Team, and staff, are expected to actively seek, 
gather, and report information on the robustness of our control systems. 

 
All stakeholders, from Board of Governors to frontline staff, are responsible for questioning how they 
know appropriate action is being taken to manage their risks. Each control, depending on its context, 
requires careful consideration of the source of assurance and the frequency of assurance seeking. 

 
A balanced and risk-based approach is adopted to ensure the oversight of the most critical aspects 
of internal control. This approach facilitates a cost-effective assurance process, providing the Board 
of Governors with reasonable confidence that controls operate effectively, especially in higher-risk 
business areas. 
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Assurance Process: 
 

 Assigned Responsibility: Each control has an assigned individual responsible for its 
effectiveness. Assurance is sought from these individuals to ensure controls are actively 
monitored and maintained 

 Transparent Oversight: Board of Governors and SMT regularly review a clear summary of 
all significant risks and associated controls. This facilitates informed decision-making and 
periodic assessments of control effectiveness. 

 Regular Learning and Improvement: Assurance processes emphasize learning from risk 
events and mistakes, including near misses. This learning informs continuous improvement 
efforts in control design and implementation. 

 Risk Crystallisation and Response: Exceptionally, risks may crystallize despite mitigation 
efforts. Our strategic approach is to improve our capacity and capability to respond quickly 
and effectively to unforeseen events. Assurance processes are adapted based on the 
lessons learned from such events. 

 
Examples of Assurance Activities: 
 

 Financial Controls: External auditors review key financial controls, ensuring compliance with 
legal requirements. Their reports provide independent assurance on the reliability of 
financial information. 

 Educational and Compliance Inspections: Independent Schools Inspectorate (ISI) 
inspections provide regular assurance on compliance and educational standards. The 
outcomes guide improvements and reinforce our commitment to quality education. 

 
This structured approach to assurance ensures that NULS remains vigilant in monitoring the 
effectiveness of internal controls, fostering a culture of continuous improvement and adaptive risk 
management. 

3.6. Risk Removal 
 

To ensure effective risk management, NULS follows a systematic process for risk removal.  
 

 Termly Reviews:  Committees have the authority to decide on risk closure during termly 
reviews. Risks with low scores persisting for over four months and showing no change are 
considered for removal, with decisions discussed at the next Board of Board of Governors 
meeting. 

Example: A technology-related risk is reviewed; recent upgrades mitigate the risk, and it's 
proposed for closure at the Board of Board of Governors meeting. 

 Criteria for Removal: Eligible risks for removal have low scores and ongoing monitoring 
indicating effective management. The Board assesses impact, likelihood, and control 
adequacy for removal decisions. 

Example: A financial risk related to investments is proposed for removal due to market 
stability. 
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 Board of Governors Decision: Proposed removals are discussed at Board meetings, 
ensuring alignment with NULS's risk management strategy. 

Example: A personnel-related risk is presented, and the Board approves removal, 
acknowledging successful risk management efforts. 

 
This streamlined approach ensures a dynamic Risk Register, responsive to evolving risks, and 
emphasizes proactive risk management and continuous improvement. 

 

4. Identification and assessment of risk 

4.1. Responsibility for identifying risks 
 
At NULS, effective risk management is a collaborative effort involving School Board of Governors, 
the Senior Management Team, managers, and staff. Each stakeholder plays a vital role in identifying 
and managing risks associated with the achievement of School, operational, team, project, or 
personal objectives within their sphere of influence. 
 

 Staff Responsibility: All staff members are encouraged to address minor risk issues as part 
of their routine activities without the need for formal registration. Heads of Departments are 
expected to discuss risk management issues with their staff during routine supervision 
processes. 

 SMT Oversight: The Senior Management Team, using their skills and experience, 
periodically reviews risks to identify new ones or changes to existing risks. They take 
appropriate action to enhance controls and, when a significant risk requiring inclusion on 
the School Risk Register is identified, table it at the next relevant Board of Governors 
meeting. 

Example: A staff member notices a potential operational inefficiency and discusses it with 
their line manager, triggering a review by the SMT to assess the risk's significance and 
necessary controls. 

 Board of Governors' Contribution: The school’s Board of Governors contribute to the risk 
management process by leveraging their wider skills and experience. They actively identify 
new risks or changes to existing risks and discuss significant emerging risk issues with 
senior management, flagging them for possible inclusion on the School Risk Register. 

Example: A Governor with financial expertise identifies a potential risk related to funding 
changes and discusses it with the Director Finance & Operations, contributing valuable 
insights to risk management. 

 
This collaborative approach ensures that risks are identified comprehensively, promoting a proactive 
risk management culture across the organization. 

 

4.2. Scoring systems 
 
The scoring of risks is a fundamental aspect of NULS's risk management, allowing for the systematic 
assessment of potential impacts. Risks are evaluated based on two key factors: likelihood and 
impact. 
 

 Likelihood:  Likelihood represents the chance of a risk event occurring. It is scored on a 
scale of 1 to 5, with 1 being the least likely and 5 being the most likely. 



Risk Management Policy 

  9 

 

 

 Impact: Impact measures the effect of a risk event should it occur. Similar to likelihood, 
impact is scored on a scale of 1 to 5, with 1 indicating the least significant impact and 5 
indicating the most significant. 

 Risk Score Calculation: The risk score is calculated by multiplying the likelihood assessment 
score by the impact assessment score, resulting in a score out of a maximum of 25. This 
quantitative approach provides a clear indication of the cumulative exposure of all identified 
risks. 

Example: Consider a financial risk related to changes in interest rates. If the likelihood of 
such changes is assessed as 4 (moderate) and the impact on the School's finances is 
assessed as 3 (medium), the calculated risk score would be 12 (4 × 3). This score aids in 
prioritizing risks for focused management efforts. 

 Managed Risk:  Our scoring system differentiates between critical risks (as detailed in 
Appendix 1) and those that are managed. Contingency plans become crucial for risks with 
very low probability and very high impact. The Risk Register includes details of additional 
management actions planned to further reduce the impact, probability, or both. 

Example: A critical risk associated with a potential cybersecurity breach is identified, and 
the Risk Register outlines specific actions, including regular security audits and staff 
training, to manage and mitigate this risk effectively. 

 
This structured scoring system ensures a nuanced evaluation of risks, facilitating informed decision-
making and resource allocation for effective risk management. 
 
4.3. Global Risks 

In addition to assessing risks specific to the School's operations, NULS recognizes the importance 
of identifying broader global risks that may impact its overall resilience. These risks, such as 
economic uncertainties, geopolitical events, or global health crises, are considered in our risk 
management strategy. 

5. Controlling and managing risk 

5.1. Strategies for managing risk 

Effectively managing risks at NULS involves a dynamic approach that considers various strategies 
tailored to each identified risk. The following strategies guide our risk management practices: 

 Do nothing and accept the Risk: For risks with acceptable likelihood and impact, a conscious 
decision may be made to accept the risk without implementing specific controls. This strategy 
is applied when the potential consequences are deemed manageable or the cost of control 
outweighs the risk. 

 Avoidance or Risk Cessation: In cases where a risk poses significant threats, strategies to 
avoid or cease the risk altogether are employed. This may involve altering processes, 
discontinuing certain activities, or re-evaluating project scopes to eliminate potential negative 
outcomes. 

 Probability and Impact Reduction: To actively mitigate risk, efforts are focused on reducing the 
probability of occurrence or minimizing the impact should the risk materialize. Implementing 
additional controls, conducting thorough training, or enhancing operational procedures are 
common tactics. 
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 Transferring the Cost: Certain risks can be transferred to external parties through mechanisms 
such as insurance or outsourcing. This strategy helps manage the financial impact and shifts 
responsibility to entities better equipped to handle specific risks.  Example: NULS mitigates the 
financial impact of potential property damage by transferring the risk through comprehensive 
insurance coverage. 

 Balancing Strategies: A combination of the above strategies is often employed, considering the 
unique characteristics of each risk. The choice of strategy depends on a thorough assessment 
of the risk's likelihood, impact, and the organization's risk appetite. 

 
5.2. The cost of managing risk 

In navigating risk management decisions, NULS acknowledges the importance of evaluating the cost 
associated with controlling a risk versus the cost of the risk occurring. This assessment includes 
tangible and intangible costs, such as financial expenses, reputational damage, and potential 
disruptions to achieving objectives. 

Example: Investing in robust cybersecurity measures incurs a cost, but it is weighed against the 
potential financial losses and reputational damage resulting from a cybersecurity breach. 

 
5.3. External assurance 
 
As a legal requirement, NULS appoints an external auditor to assess key financial controls annually. 
Additionally, compliance and educational inspections conducted by the Independent Schools 
Inspectorate provide external assurance on NULS's adherence to regulatory standards. 
 
5.4. Continuous Monitoring and Adaptation 

At NULS, we acknowledge the dynamic nature of the risk landscape, necessitating agile risk 
management practices. Continuous monitoring is pivotal to our proactive approach, involving regular 
reviews of risks, controls, and environmental factors. 

 Continuous Improvement:  Our commitment to improvement extends beyond risk identification. 
Regular feedback informs ongoing adjustments to controls, ensuring the effectiveness of our 
risk management processes aligns with the evolving needs of the School. 

 Adaptive Risk Management:  Risk events and impacts are not static. Our approach embraces 
adaptability, promptly adjusting strategies based on lessons learned and changes in the 
environment. This ensures resilience in the face of unforeseen challenges. 

 Technological and Environmental Changes:  In an era of rapid advancements, we stay ahead 
by monitoring technological trends and environmental shifts, integrating relevant risk 
management measures proactively. 

 Stakeholder Engagement:  Stakeholder input is vital. Regular engagement provides diverse 
perspectives, contributing to a comprehensive understanding of potential risks. This 
collaborative approach ensures inclusive risk management efforts. 

In conclusion, the continuous monitoring and adaptation approach embedded in our risk management 
framework reinforces our commitment to resilience, innovation, and the effective stewardship of 
resources. By embracing change as a constant, we position ourselves to navigate uncertainties with 
confidence and maintain the integrity of our mission and objectives. 

 

Policy Reviewed at SMT:     January 2024 

Policy reviewed by Board of Governors:  February 2024 

Next Review Due:      September 2024 



 

 

Appendix 1 

 

The Likelihood and Impact of a possible risk and given a score from 1 – 5 as follows: 

 
Likelihood  

1 – Impossible nothing is impossible but this is extremely unlikely 

2 - Remote has been known to happen at other schools 

3 - Possible could possibly happen but cannot be envisaged under present 
circumstances 

4 - Probable could happen under present circumstances at some stage 

5 - Certain will happen in foreseeable future 

 

 
Impact  

1 - Minor little or no financial or PR consequence 

2 - Low financial or PR embarrassment which can be dealt with within 
budget/year 

3 - Medium impact will require a degree of re-organisation to minimise 
consequence 

4 - High significant impact on stability of school requiring major re-organisation 

5 - Critical will result in failure of school 

 
 

A Risk Score is obtained by multiplying the Likelihood of an event rating times that of the Impact 

rating. The table below shows how we describe the resulting Risk Score. 
 

 
Colour Code/Risk Score 

Critical Risk 20 or above 

High Risk 16 to 19 

Medium Risk 9 to 15 

Low Risk 8 or below 

 
 

Mitigating Risks 

Reduce the risk Establish controls to reduce either the impact or the likelihood of the risk 

Avoid the risk Do not carry out the activity 

Transfer the risk Insure or outsource the activity 

Accept the risk If a risk cannot be reduced avoided or transferred, then accept the risk, but 
prepare for the impact 

 

Movement in Risk 

Under ‘Monitoring and Trend’, the arrows indicate whether there is an increasing risk, which is 

demonstrated by the arrow either at 45 degrees upwards  or vertically upwards  for a 

serious increase in risk. A reduction in the risk is demonstrated by the arrow either at 45 

degrees downwards   or a considerable reduction is shown by the arrow pointing straight 

downwards . A horizontal arrow would indicate that there is little change in that risk . 


